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Kaspersky Anti-Virus for Windows Workstation

Kaspersky Lab:
Experts in Data Security
Kaspersky Lab is an acknowledged leader in developing protection from viruses,
spyware, adware, spam and hacker attacks.
After more than 15 years of ﬁghting viruses and other IT threats, we at Kaspersky
Lab have amassed the knowledge and experience that allows us to foresee trends
in malware development. This is the main advantage we bring to our services and
products. We are always one step ahead of our competitors in offering our customers
the best protection possible.
Kaspersky Lab customers have access to a wide range of additional services,
ensuring complete conformity with all business requirements. We design, implement
and support enterprise-wide antivirus systems. Our customers receive hourly antivirus
database updates and we offer our users round-the-clock technical support in several
languages.

Product Catalog

The quality of Kaspersky Lab products is conﬁrmed by certiﬁcates issued by leading
hardware and software vendors, including Microsoft, IBM, Intel, Novell and others.
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Advanced Technologies
from Kaspersky Lab
Kaspersky Lab developed many of the technologies which are in place in contemporary
antivirus solutions. These technologies are available in our own products, as well as
our technology partners’ products, including products from F-Secure (Finland), G-Data
(Germany), Sybari (US), Blue Coat Systems (US), Clearswift (UK), Astaro (Germany),
Alcatel (France), ZyXEL (Taiwan), and BlackSpider (UK).

The effectiveness of the company’s antivirus technologies has been conﬁrmed numerous
times by independent testing labs, which regularly compare the most popular antivirus
products on the market. Kaspersky Lab has to its credit such well known awards and
certiﬁcates as VB100% awarded by Virus Bulletin, an authoritative industry magazine,
Checkmark awarded by the British West Coast Labs, ICSA Certiﬁed by ICSA Labs, a
research laboratory, and many others.

Product Catalog•

Kaspersky Lab’s antivirus technologies combine high detection rates for malicious
code with minimal false positives, ensuring effective protection from all known virus
threats and offering complete security for important information. A distinctive feature
of Kaspersky Lab’s antivirus engine is its ability to recognize and scan for viruses in a
broad range of archived and compressed ﬁle formats. The heuristic analyzer, intrusion
prevention system (IPS) and behavior blocker also provide proactive protection from
new malicious code. Hourly updates keep the antivirus databases and engine up-todate.
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Corporate Network Protection
Today
One of the main criteria used to assess how effectively a company’s network
infrastructure is protected from electronic threats is whether its IT security solution
covers all network nodes. This is due to the variety of ways in which unwanted guests
can penetrate a local area network, as well as the growing sophistication of these
attacks. Setting up an integrated antivirus system requires implementing a complex set
of procedures, including installation of the appropriate software on Internet gateways
and workstations, mail and ﬁle servers, ensuring control of mobile user activity and
setting up centralized administration of the antivirus system. This helps ensure quick
response times and reliable protection from external as well as internal electronic
threats.
One of the more signiﬁcant trends in the development of the information security
industry is the use of different vendor solutions on one network. Although no existing
antivirus technology guarantees absolute protection from all malicious code, combining
products developed by different vendors and based on different antivirus technologies
allows a company to increase its level of protection from contemporary cyber threats.
Product Catalog

The days when hackers acting on their own posed the main threat to corporate
networks are long gone. Today, this is a business just as developing software to protect
networks. Under such conditions, corporate information systems need full scale
protection. Keeping antivirus protection up to date is the best defense. This is why
new threat response time is becoming an ever more important criterion for choosing
an antivirus solution.
Kaspersky Lab offers companies a complete product line that includes solutions that
provide comprehensive protection of all nodes on a corporate network: solutions that
provide antivirus scanning of mail and web trafﬁc, ﬁle servers and workstations, as well
as centralized administration tools. The company releases antivirus database updates
every hour and leads the market in new threat response time.
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PRODUCTS

Kaspersky Work Space Security
Kaspersky Work Space Security provides centralized protection for workstations
both on a corporate network and those used remotely from all types of contemporary
Internet threats, including viruses, spyware, hacker attacks and spam.
Exercising full control over incoming and outgoing data (including email, web trafﬁc and
network interactions) on PCs, Kaspersky Work Space Security ensures full security for
users, whether they are working on the ofﬁce network or traveling on business.

Product Highlights*

• PRODUCTS

• Integrated protection from viruses, spyware, hacker attacks and spam
• Proactive protection from even the newest malicious programs
• Personal ﬁrewall with IDS and IPS
• Roll back of any malicious changes made to the system
• Protection from phishing and spam attacks
• Intelligent redistribution of resources during full system scans

Additional Features

Product Catalog

• Centralized installation and administration
• Support for Cisco® NAC (Network Admission Control)
• On-the-ﬂy scanning of email and Internet trafﬁc
• Blocking of pop up windows and banners during Internet use
• Security when working on any type of network, including WiFi
• Tools to create a rescue disk
• Advanced system for reporting on system status
• Automatic updates to databases
• Full support for 64-bit platforms
• Optimized for laptops (integration with Intel® Centrino® Duo mobile technology)
• Remote disinfection using Intel® Active Management (Intel® vPro™)

Component list
• Kaspersky Anti-Virus for Windows Workstation
• Kaspersky Anti-Virus for Linux Workstation

Supported Platforms / Operating Systems
• Workstations: Microsoft Windows (including 64-bit)
& Linux

• Kaspersky Administration Kit
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* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.

Kaspersky Business Space Security
Kaspersky Business Space Security provides high-quality protection for corporate
information assets from all types of contemporary Internet threats.
Kaspersky Business Space Security offers an umbrella of protection over workstations and
ﬁle servers from all types of viruses, Trojans and worms, prevents epidemics, and keeps
information secure and fully accessible to users of network resources. The product was
expressly designed to meet the increasing demands of servers operating under heavy loads.

Additional Features
• Proactive protection from even the newest malicious programs
• On-the-ﬂy scanning of email and web trafﬁc
• Personal ﬁrewall with IDS and IPS
• Security when working on any type of network, including WiFi
• Self-defense technology that protects the antivirus solution from malicious programs
• Quarantine of suspicious objects
• Automatic updating of signature databases

Component list
• Kaspersky Anti-Virus for Windows Workstation
• Kaspersky Anti-Virus for Linux Workstation
• Kaspersky Anti-Virus for Windows Server

Product Catalog

• Centralized installation and administration
• Support for Cisco® NAC (Network Admission Control)
• Integrated protection for workstations and ﬁle servers from all types of Internet threats
• iSwift technology prevents superﬂuous repeat scans of data on the network
• Load balancing between server processors
• Quarantine of infected workstations
• Roll back for malicious changes made to the system
• Scalability

• PRODUCTS •

Product Highlights*

Supported Platforms / Operating Systems
• Workstations: Microsoft Windows (including 64-bit) & Linux
• File servers: Microsoft Windows (including 64-bit), Novell Netware,
Linux & Samba

• Kaspersky Anti-Virus for Linux File Server
• Kaspersky Anti-Virus for Samba Server
• Kaspersky Anti-Virus for Novell NetWare Server
• Kaspersky Administration Kit

* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.
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Kaspersky Enterprise Space Security
Kaspersky Enterprise Space Security ensures the free ﬂow of information within a
company and secure communication with the outside world.
The solution includes components for the protection of workstations and servers from
all types of contemporary Internet threats, which removes viruses from email and keeps
information secure and fully accessible to users of network resources.

Product Highlights*

• PRODUCTS •

• Protection for workstations and servers from viruses, Trojans and worms
• Protection for mail servers such as Sendmail, Qmail, Postﬁx and Exim
• Scanning of all messages transmitted via Microsoft Exchange servers
• Scanning of messages, databases and other objects on Lotus Notes / Domino servers
• Protection from phishing and spam attacks
• Blocking of virus epidemics
• Scalability

Additional Features

Product Catalog

• Centralized installation and administration
• Support for Cisco® NAC (Network Admission Control)
• Proactive protection from malicious programs
• Personal ﬁrewall with IDS and IPS
• Security when working on WiFi networks
• On-the-ﬂy scanning of web trafﬁc
• Roll back of malicious changes made to the system
• Intelligent redistribution of resources during full system scans
• Quarantine of infected and suspicious objects
• System for reporting on protection status
• Automatic updating of signature databases

Component list
• Kaspersky Anti-Virus for Windows Workstation
• Kaspersky Anti-Virus for Linux Workstation
• Kaspersky Anti-Virus for Windows Server
• Kaspersky Anti-Virus for Linux File Server
• Kaspersky Anti-Virus for Samba Server
• Kaspersky Anti-Virus for Novell NetWare
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• Kaspersky Anti-Virus for Microsoft Exchange
• Kaspersky Anti-Virus for Linux Mail Server
• Kaspersky Anti-Virus for Lotus Notes / Domino
• Kaspersky Administration Kit

Supported Platforms / Operating Systems
• Workstations: Microsoft Windows (including 64-bit) & Linux
• File servers: Microsoft Windows (including 64-bit), Novell
Netware, Linux & Samba
• Mail servers and groupware servers: Microsoft Exchange, Lotus
Notes / Domino & Linux (Sendmail, Qmail, Postﬁx and Exim)

* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.

Kaspersky Total Space Security
Kaspersky Total Space Security provides integrated protection for corporate
networks of any size or level of complexity from all types of contemporary Internet
threats.
Kaspersky Total Space Security exercises control over all incoming and outgoing
data – including email, web trafﬁc and all network interactions. The product includes
components for the protection of workstations and mobile devices, providing users with
secure and fast access to company information resources and the Internet, as well as
secure communications via email.

Additional Features

Product Catalog

• Integrated protection from viruses, spyware, hacker attacks and spam at all levels of
the corporate network – from workstations to Internet gateways
• Proactive protection from the newest malicious programs
• Protection for mail servers and ﬁle servers
• Scanning of web trafﬁc (HTTP/FTP) in real-time
• Scalability
• Quarantine of infected workstations
• Blocking of virus epidemics
• Centralized reporting on protection system status

• PRODUCTS •

Product Highlights*

• Centralized installation and administration
• Support for Cisco® NAC (Network Admission Control)
• Support for hardware proxy appliances
• Filtration of Internet trafﬁc according to lists of trusted servers, object types and user groups
• iSwift technology prevents superﬂuous repeat scans of data on the network
• Intelligent redistribution of resources during full system scans
• Personal ﬁrewall with IDS and IPS
• Security when working on any type of network, including WiFi
• Protection from phishing and spam attacks
• Remote disinfection using Intel® Active Management (Intel® vPro™)
• Roll back of malicious changes made to the system
• Self-defense technology which protects the antivirus solution from malicious programs
• Full support for 64-bit platforms
• Automatic updating of signature databases
Component list
• Kaspersky Anti-Virus for Windows Workstation
• Kaspersky Anti-Virus for Linux Workstation
• Kaspersky Anti-Virus for Windows Server
• Kaspersky Anti-Virus for Linux File Server
• Kaspersky Anti-Virus for Samba Server
• Kaspersky Anti-Virus for Novell NetWare
• Kaspersky Anti-Virus for Microsoft Exchange
• Kaspersky Anti-Virus for Linux Mail Server

• Kaspersky Mail Gateway
Supported Platforms / Operating Systems
• Kaspersky Anti-Virus for Lotus Notes / Domino
• Kaspersky Anti-Spam
• Workstations: Microsoft Windows (including 64-bit) & Linux
• Kaspersky Anti-Virus for Microsoft ISA Server • File servers: Microsoft Windows (including 64-bit), Novell
Netware, Linux & Samba
• Kaspersky Anti-Virus for Proxy Server
• Mail servers and groupware servers: Microsoft Exchange,
• Kaspersky Anti-Virus Mobile
Lotus Notes / Domino & Linux
• Kaspersky Administration Kit
• Internet gateways: Microsoft ISA Server, Squid Proxy Server &
Check Point FireWall-1
• Mobile devices: Symbian & Windows Mobile

* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.
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Kaspersky Security for Mail Server
Kaspersky Security for Mail Server is a solution that protects mail and groupware
servers from malicious programs and spam. The product includes applications
that protect all popular mail servers, including Microsoft Exchange, Lotus Notes /
Domino, Sendmail, Qmail, Postﬁx and Exim. The solution can also be used to set up
a dedicated mail gateway.

Product Catalog

• PRODUCTS

Product Highlights*
• Reliable protection from malicious and potentially hostile programs
• Filtration of spam
• Scanning of incoming and outgoing emails and attachments
• Antivirus scanning of all messages on the Microsoft Exchange server, including public
folders
• Scanning of messages, databases and other objects on Lotus Notes / Domino servers
• Filtration of messages by attachment type
• Prevention of virus epidemics

Additional Features
•
•
•
•
•
•

Isolation of infected and suspicious objects
Convenient administration system
Alert-based monitoring of the protection system’s status
System for reporting on component status
Scalability
Automatic updating of signature databases

Component list
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• Kaspersky Anti-Virus for Linux Mail Server

• Kaspersky Anti-Virus for Microsoft Exchange

• Kaspersky Mail Gateway

• Kaspersky Anti-Virus for Lotus Notes / Domino

• Kaspersky Administration Kit

* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.

Kaspersky Security fоr Internet Gateway
Kaspersky Security for Internet Gateway provides secure Internet access for all
employees in an organization, automatically removing malicious and potentially
hostile programs from incoming HTTP/FTP trafﬁc.

Product Highlights*
• Reliable protection from malicious and potentially hostile programs
• Real-time scanning of Internet trafﬁc (via HTTP/FTP protocols)
• Filtration of Internet trafﬁc based on a trusted server list, by object type
and user group
• Hardware proxy server support

Isolation of infected and suspicious objects
Convenient administration system
System for reporting on component status
Scalability
Automatic updating of signature databases

Product Catalog

•
•
•
•
•

• PRODUCTS •

Additional Features

Component list
• Kaspersky Anti-Virus for Microsoft ISA Server

• Kaspersky Anti-Virus for Proxy Server
• Kaspersky Anti-Virus for Check Point FireWall-1
• Kaspersky Administration Kit

* The features listed here may differ from component to component. For a more detailed overview of each component,
please visit www.kaspersky.com.
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Kaspersky Anti-Spam
Kaspersky Anti-Spam provides thorough and accurate protection from spam for users of
corporate mail systems and public email services.

Functions
Protection from spam

Product Catalog

• PRODUCTS

• Filtration based on DNSBL lists (DNS-based Blackhole Lists)
• SPF and SURBL ﬁltration technologies
• Analysis of formal attributes
• Signature-based analysis of messages
• Scanning of messages using linguistic heuristics
• Detection of graphic spam
• Real-time UDS requests
Administration
• Management via web interface
• Filtration rules for user groups
• Processing options: delete, quarantine or mark as spam and deliver
• Detailed reports
• Automatic updating of signature databases

Checkmark Anti-Spam Premium. Kaspersky Anti-Spam has been certiﬁed as a premium class
solution by West Coast Labs, an independent research center. During the process of testing on the
ﬂow of genuine email, Kaspersky Lab’s solution correctly ﬁltered at least 97% of spam, proving that
it is a highly effective antispam solution

System Requirements
Hardware requirements:

• Intel Pentium III 500 MHz processor or higher
(Intel Pentium IV 2.4 GHz recommended)
• At least 512 MB RAM (1 GB recommended)

Software requirements:

Mail systems:

• Sendmail 8.13.5 with support for Milter API
• Postﬁx 2.2.2
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• Qmail 1.03
• Exim 4.50
• Communigate Pro 4.3.7
Operating systems:
• RedHat Linux 9.0
• RedHat Fedora Core 3
• RedHat Enterprise Linux Advanced Server 3
• SuSe Linux Enterprise Server 9.0
• SuSe Linux Professional 9.2
• Mandrake Linux version 10.1
• Debian GNU/Linux version 3.1

• FreeBSD version 4.10
• FreeBSD version 5.4
The bzip2 and which utilities and a Perl interpreter
are necessary.
Available language: English
Product version: 3.0

COMPONENTS

Product Catalog • COMPONENTS • Protection for Workstations

Kaspersky Anti-Virus
for Windows Workstation
Kaspersky Anti-Virus for Windows Workstations provides centralized protection of
all workstations on a corporate network, and extends protection beyond the ofﬁce
network to reach remote and laptop users. The solution provides comprehensive
protection from all types of contemporary cyber threats, including viruses, spyware,
hacker attacks and spam.
All incoming and outgoing ﬁles and data streams on workstations are scanned for malicious
content, including email, Internet trafﬁc and network communication. The application is
compatible with all the most popular Microsoft® Windows® platforms (including Windows®
Vista™ and x64 platforms).

Functions
Integrated protection
• Proactive protection from new malicious programs
• Roll back of any malicious changes made to the system
• Recovery of damaged data
• Security for ﬁle systems
• Secure communication via email
• On-the-ﬂy scanning of web trafﬁc
• Firewall with intrusion detection and prevention systems (IDS/IPS)
• Protection from phishing attacks and spam
Optimized performance

Administration

• Scanning optimization technologies:
iSwift and iChecker
• Resource management
• Compact updates

• Centralized installation and administration
• Fine-tuning of security policies
• Event notiﬁcation system
• Graphic reports on protection status
• Automatic updating of signature databases

Intel Centrino Duo. Kaspersky Anti-Virus for Windows Workstations meets a series of technical
requirements for Intel and supports multi-threaded data processing. It is designed to use Intel Centrino
technology for mobile PCs to its fullest: lower power consumption without sacriﬁcing performance is
achieved by suspending or postponing antivirus scanning; antivirus databases are updated automatically;
and network trafﬁc is reduced, since only the missing parts of updates are downloaded if the Internet
connection is lost or interrupted.

System Requirements
General requirements:

• 50 MB available HDD space
• CD-ROM drive (for program installation from CD)
• Microsoft Internet Explorer 5.5 or higher (for updating
signature databases and application modules over
the Internet)
• Microsoft Windows Installer 2.0

Operating systems:

Microsoft Windows 98 (SE), Microsoft Windows ME,
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Microsoft Windows NT Workstation 4.0 (Service
Pack 6a):
• Intel Pentium processor 300 MHz or higher
(or a compatible CPU)
• 64 MB available RAM
Microsoft Windows 2000 Professional (Service Pack
4 or higher), Microsoft Windows XP Home Edition,
Microsoft Windows XP Professional (Service Pack
1 or higher), Microsoft Windows XP Professional
x64 Edition:

• Intel Pentium processor 300 MHz or higher
(or a compatible CPU)
• 128 MB available RAM
Microsoft Windows Vista, Microsoft Windows
Vista x64:
• Intel Pentium processor 800 MHz 32-bit (x86)/
64-bit (x64) or higher (or a compatible CPU)
• 512 MB available RAM
Version number: 6.0
Available languages: English, French, German & Russian

Kaspersky Anti-Virus for Linux Workstation is a two-part solution designed to
protect workstations. The ﬁrst module, the on access protection, is integrated with
the operating system and checks modiﬁed ﬁles (either new or amended ﬁles),
thereby ensuring real-time protection of the system without signiﬁcantly increasing
server load. The second module, the on demand scanner, scans the ﬁle system,
removable media devices and individual ﬁles either on schedule or on demand.

Functions
Antivirus scanning and disinfection

• COMPONENTS

• Real-time protection of the system
• On demand ﬁle system scanning
• Quarantine for infected, suspicious and damaged objects
• Backup storage of data prior to disinfection or deletion
Administration

Hardware requirements:

• x86-32 architecture with an Intel Pentium class CPU
• At least 32 MB of RAM
• At least 100 MB available HDD space for installation

Software requirements:

This program is compatible with the following
operating systems:
32-bit platforms:

• RedHat Linux 9.0
• RedHat Fedora Core 5
• RedHat Enterprise Linux Advanced Server 4 UPD3
• SUSE Linux Enterprise Server 9.0 SP3
• Novell Linux Desktop 9
• SUSE Linux Professional 10.1
• Mandriva 2006
• Debian GNU/Linux version 3.1 R2
• FreeBSD version 4.11
• FreeBSD version 5.4
• FreeBSD version 6.1

Product Catalog

• Centralized installation and administration
• Fine-tuning of security policies
• Event notiﬁcation system
• Graphic reports on protection status
• Automatic updating of signature databases

System Requirements

• Protection for Workstations

Kaspersky Anti-Virus
for Linux Workstation

64-bit platforms:
• RedHat Enterprise Linux Advanced Server 4 UPD3
• RedHat Fedora Core 5
• SUSE Linux Professional 10.1
• SLES 9 SP3
The which utility
Perl version 5.0 or higher
Webmin program (www.webmin.com; optional) for
remote administration
Version number: 5.5
Available language: English
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Product Catalog • COMPONENTS • Protection for File Servers

Kaspersky Anti-Virus
for Windows Server
Kaspersky Anti-Virus for Windows Servers protects data stored on Windows ﬁle
servers (including the latest x64 versions) from all types of malicious programs.
The solution maintains high reliability and meets the exacting demands of corporate
servers that carry heavy loads.

Functions
Effective protection from malicious programs
• Real-time antivirus protection
• Scanning of user-deﬁned areas
• Outbreak prevention
• Isolation of infected computers
• Recovery after an infection
High performance
• Scalability
• Server load balancing
• Scanning optimization technologies, iSwift and iChecker, used across the network
• Exclusion of trusted processes from scanning
Flexible administration
• Centralized installation and administration
• Automatic updating of signature databases
• Flexible conﬁguration of scanning time
• Protection status reports in HTML

System Requirements
General requirements:

• 50 MB available HDD space
• CD-ROM (for program installation from CD)
• Microsoft Internet Explorer 5.5 or higher (for
updating signature databases and application
modules over the Internet)
• Microsoft Windows Installer 2.0
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Operating systems:

• Microsoft Windows 2000 Server/Advanced Server
Service Pack 4 or higher with all current updates.
• Microsoft Windows NT Server 4.0 Service Pack 6a
• Microsoft Windows Server 2003 Standard/Enterprise Edition, Microsoft Windows Server 2003 Web
Edition, Microsoft Windows Storage Server 2003,
Microsoft Small Business Server 2003 with all
Service Packs and all current updates

• Microsoft Windows Server 2003 R2 Standard
x64 Edition, Microsoft Windows Server 2003 R2
Enterprise x64 Edition, Microsoft Windows Server
2003 R2 Standard Edition, Microsoft Windows
Server 2003 R2 Enterprise Edition
Version number: 6.0
Languages: English, French, German & Russian

Kaspersky Anti-Virus for Novell NetWare was expressly developed to provide antivirus
protection for ﬁle servers running under the Novell NetWare operating system.

Functions
Reliable Antivirus Protection
• Real-time protection of the server
• On demand scanning of the system
• Backup storage of ﬁles prior to disinfection or deletion
• Quarantine for infected and suspicious objects

• COMPONENTS

Flexible Administration
• Centralized and remote administration
• Event notiﬁcations
• Event logs
• Automatic updating of signature databases
Optimized Performance

Hardware requirements:

• Intel Pentium processor or higher
• At least 12 MB of RAM available
• At least 8 MB HDD space on the server

Software requirements:

• Operating system: Novell NetWare 5.x, 6.0, 6.5

Product Catalog

• Load management
• Multi-thread virus scanning
• Multi-processor support

System Requirements

• Protection for File Servers

Kaspersky Anti-Virus
for Novell NetWare

• Novell Client installed on the administrator’s
workstation
• The relevant Support Pack for:
• for Novell NetWare 5.x – Support Pack 6 or higher
• for Novell Netware 6.0 – Support Pack 3 or higher
• Microsoft Internet Explorer version 6.0 or higher
(for viewing log entries and the web management
interface)
• Installed Apache Web Server and a Tomcat

servlet container (for installing and using the web
management interface).
• All servers and workstations used for management
purposes should support the TCP/IP protocol
Version number: 5.7
Available languages: English & Russian
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Product Catalog • COMPONENTS • Protection for File Servers

Kaspersky Anti-Virus
for Linux File Server
Kaspersky Anti-Virus for Linux File Server is a two-part solution designed to
protect ﬁle servers designed to protect ﬁle servers. The ﬁrst module, the on access
protection, is integrated with the operating system and checks modiﬁed ﬁles (either
new or amended ﬁles), thereby ensuring real-time protection of the system without
signiﬁcantly increasing server load. The second module, the on demand scanner,
scans the ﬁle system, removable media devices and individual ﬁles either on schedule
or on demand.

Functions
Antivirus scanning and disinfection
• Real-time protection of the system
• On demand ﬁle system scanning
• Quarantine for infected, suspicious and damaged objects
• Backup storage of data prior to disinfection or deletion
Administration
• Centralized installation and administration
• Fine-tuning of security policies
• Event notiﬁcation system
• Graphic reports on protection status
• Automatic updating of signature databases

System requirements
Hardware requirements:

• x86-32 architecture with an Intel Pentium class CPU
• At least 32 MB of RAM
• At least 100 MB available HDD space for installation

Software requirements:

This program is compatible with the following
operating systems:
32-bit platforms:
• RedHat Linux 9.0
• RedHat Fedora Core 5
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• RedHat Enterprise Linux Advanced Server 4 UPD3
• SUSE Linux Enterprise Server 9.0 SP3
• Novell Linux Desktop 9
• SUSE Linux Professional 10.1
• Mandriva 2006
• Debian GNU/Linux version 3.1 R2
• FreeBSD version 4.11
• FreeBSD version 5.4
• FreeBSD version 6.1
64-bit platforms:
• RedHat Enterprise Linux Advanced Server 4 UPD3
• RedHat Fedora Core 5

• SUSE Linux Professional 10.1
• SLES 9 SP3
The which utility
Perl version 5.0 or higher
Webmin program (www.webmin.com; optional) for
remote administration
Version number: 5.5
Available language: English

Kaspersky Anti-Virus for Samba Server is designed to protect ﬁle storage areas
on Samba Servers, which emulate Windows ﬁle servers under the Linux operating
system. Thus, Windows-based users within a heterogeneous network are provided
with safe and transparent access to data stored on Linux ﬁle servers. Kaspersky AntiVirus is easily integrated with the Samba Server and does not require recompiling of
the Samba Server or parts of the operating system.

Functions
Antivirus scanning and disinfection

• COMPONENTS

• Real-time protection for Samba ﬁle storage
• On demand ﬁle system scanning
• Scanning optimization technologies: iSwift and iChecker
• Quarantine for infected, suspicious and damaged objects
• Backup storage of data prior to disinfection or deletion
Administration

Hardware requirements:

• Pentium class CPU
• At least 32 MB of RAM
• At least 100 MB available HDD space for installation

Software requirements:

This program is compatible with the following
operating systems:
32-bit platforms:
• RedHat Enterprise Linux Advanced Server 4 UPD3

(kernel: 2.6.9-34EL (amd64))
• RedHat Linux 9.0 (kernel: 2.4.20-8)
• SUSE Linux Enterprise Server 9.0 SP3
(kernel: 2.6.5-7.97)
• SUSE Linux Professional 10.1.
(kernel: 2.6.16.13-4)
• Debian GNU/Linux 3.1 R2 (kernel: 2.4.27-2)
• Mandriva 2006 (kernel: 2.6.12-12mdksmp)
• FreeBSD 4.11 (kernel: GENERIC/SMP)
• FreeBSD 5.4 (kernel: GENERIC/SMP)
• FreeBSD version 6.1 (kernel: GENERIC/SMP)

Product Catalog

• Remote administration
• Automatic updating of signature databases

System requirements

• Protection for File Servers

Kaspersky Anti-Virus
for Samba Server

64-bit platforms:
• RedHat Enterprise Linux Advanced Server 4 UPD3
(kernel: 2.6.9-34EL (amd64))
• RedHat Fedora Core 5 (kernel: 2.6.15-1.2054_FC5)
• SUSE Linux Professional 10.1 (kernel: 2.6.16.13-4)
• SUSE LES 9 SP3 (kernel: 2.6.5-7.97)
Samba Server Version 2.2.6 or higher
Perl version 5.0 or higher
Version number: 5.0
Available language: English
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Product Catalog • COMPONENTS • Protection for Mail Servers

Kaspersky Anti-Virus
for Microsoft Exchange
Kaspersky Anti-Virus for Microsoft Exchange is a high performance, scalable
solution that protects mail system users from malicious code. Seamless
integration with the Microsoft Exchange ensures the effective detection and
removal of viruses, and reliably blocks the penetration of malicious code on to
the corporate network.

Functions
Effective Antivirus Protection
• Real-time scanning of all incoming and outgoing messages
• Removal of viruses from mail databases
• Virus outbreak prevention
• Backup storage of data prior to disinfection or deletion
High performance
• Conﬁguration of scanning based on the volume and type of email trafﬁc
• Scalability
Flexible Administration
• Administration via the Microsoft Management Console (MMC) plugin
• Reporting system for protection status
• Automatic updating of signature databases

System Requirements
Requirements for Microsoft Exchange
2000 Server Enterprise Edition:

• Microsoft Windows Server 2000 / Microsoft
Windows 2000 Advanced Server with Service Pack 4
or higher installed
• Microsoft Exchange 2000 Server Enterprise Edition
with Service Pack 2 or higher

Requirements for Microsoft Exchange
2000 Standard Edition Server:

• Microsoft Windows Server 2000 / Microsoft
Windows 2000 Advanced Server with Service Pack 4
or higher installed
• Microsoft Exchange 2000 Server Standard Edition
with Service Pack 2 or higher
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Requirements for Microsoft Exchange
Server 2003 Enterprise Edition:

Requirements for the computer used for
system administration:

Requirements for Microsoft Exchange
Server 2003 Standard Edition:

Hardware requirements:

• Microsoft Windows Server 2000 with Service Pack 4
or higher / Microsoft Windows 2000 Advanced
Server with Service Pack 4 or higher / Microsoft
Windows Server 2003 Standard Edition / Microsoft
Windows Server 2003 Enterprise Edition
• Microsoft Exchange Server 2003 Enterprise Edition

• Microsoft Windows Server 2000 with Service Pack 4
or higher / Microsoft Windows 2000 Advanced
Server with Service Pack 4 or higher / Microsoft
Windows Server 2003 Standard Edition / Microsoft
Windows Server 2003 Enterprise Edition
• Microsoft Exchange Server 2003 Standard Edition

• Microsoft Windows 2000 with Service Pack 4
or higher / Microsoft Windows XP / Microsoft
Windows 2003 and ММС version 1.2 or higher
• Active Directory Service Interfaces (ADSI) 2.5
or Active Directory Client Extensions (Microsoft
Windows 2000 and higher automatically meet this
requirement)
• CPU: Intel Pentium 300 MHz or higher
• 256 MB of RAM available
• 20 MB free disk space for application installation
(not including disk space required for backup
storage and other service folders)

Version number: 5.5
Available languages: English, French, German &
Russian

Antivirus scanning of all Lotus Notes / Domino objects
• Antivirus scanning of mail trafﬁc
• Scanning of databases and other objects on the server
• Real-time monitoring of protection status
• Processing options for infected objects: disinfect, delete or deliver
• Quarantine for infected and suspicious objects
Additional control over mail trafﬁc
• Filtering of messages based on formal attributes
• Virus outbreak prevention
Administration
• Management via the standard interface of the Lotus Notes / Domino server
• Automatic updating of signature databases
• Scalability
• Versatile system of protection status reports
The Ready for IBM Lotus Notes / Domino logo indicates that Kaspersky Anti-Virus 5.5
for IBM Lotus Notes / Domino was designed, developed and tested to meet the stringent
IBM standards and provides faultless integration with IBM Lotus Notes / Domino.

System Requirements
Hardware requirements:

• CPU: Intel Pentium 300 MHz or higher
• At least 64 MB of RAM (128 MB recommended)
• At least 11 MB available HDD space for program
installation (not including disk space required for
backup storage and other service folders)

The amount of HDD space required is calculated based
on the average message size.

Software requirements:

One of the following operating systems:
• Windows 2000 (with Service Pack 4 or higher)
• Windows 2000 Advanced Server
(with Service Pack 4 or higher)

• COMPONENTS

Functions

Product Catalog

Kaspersky Anti-Virus for Lotus Notes / Domino provides antivirus protection
for users of the Lotus Notes / Domino server on large corporate networks with
complex topologies and heavy loads.

• Protection for Mail Servers

Kaspersky Anti-Virus
for Lotus Notes / Domino

• Windows Server 2003 Standard Edition
• Windows Server 2003 Enterprise Edition
• IBM Lotus Notes / Domino version 6.5 or higher
Version number: 5.5
Available languages: English & Russian
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Kaspersky Anti-Virus
for Linux Mail Server
Kaspersky Anti-Virus for Linux Mail Server provides effective antivirus protection
for corporate mail trafﬁc. The application is integrated as an additional module into
the existing mail system and provides real-time scanning of SMTP mail trafﬁc for
malicious code.
Kaspersky Anti-Virus for Linux Mail Server scans the server’s ﬁle systems on demand, and
supports the most widely-used email solutions, namely Postﬁx, Sendmail, Qmail and Exim.

Functions
Comprehensive antivirus scanning and disinfection
• Comprehensive antivirus scanning of email messages
• System of event notiﬁcations
• Quarantine for infected and suspicious objects
• Backup storage of messages prior to disinfection or deletion
• Scanning of the server’s ﬁle systems
Additional message ﬁltering
• By attached ﬁle type
• By user group
Flexible management and administration
• Remote administration via the web interface
• Automatic updating of signature databases

System Requirements
Hardware requirements:

• Intel Pentium class CPU
• At least 32 MB of RAM
• At least 100 MB available HDD space

Software requirements:

This program is compatible with the following
operating systems:
32-bit platforms:
• Red Hat Enterprise Linux Advanced Server 4 Update4
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• Fedora Core 6
• SUSE Linux Enterprise Server 10
• openSUSE Linux 10.2
• Debian GNU/Linux 3.1 updated (r4)
• Mandriva 2007
• FreeBSD 5.5, 6.2
64-bit platforms:
• Red Hat Enterprise Linux AS/ES 4
• Fedora Core 6
• SUSE Linux Enterprise Server 10
• openSUSE Linux 10.2
• FreeBSD 6.2

One of the following mail systems:
• Sendmail 8.x
• Qmail 1.03
• Postﬁx version not lower than snapshot_20000529
• Exim 4.0
The which utility
Webmin program (www.webmin.com) for remote
administration of Kaspersky Anti-Virus.
Perl version 5.0 or higher (www.perl.org) for program
installation using install.sh
Version number: 5.6
Available language: English

Because it is designed to operate autonomously, the application ﬁts neatly into any
environment and combines easily with other vendors’ programs installed on other network
nodes. Its installation and conﬁguration do not require extensive experience with Linux
systems.

Functions
Integrated protection from viruses and spam
• Antivirus scanning of incoming and outgoing emails, including attachments
• Spam ﬁltration
• User notiﬁcation system
• Quarantine for infected and suspicious objects
Additional message ﬁltering
• By attachment ﬁle type
• By user group
Flexible management and administration

• COMPONENTS

Kaspersky Mail Gateway can be installed on a separate server and does not require
integration into the existing mail system. The solution signiﬁcantly increases the level of
protection from today’s computer threats, making it possible to combine different vendors’
antivirus solutions on the same network.

Product Catalog

Kaspersky Mail Gateway is a versatile solution that provides full-scale protection from
viruses and unsolicited email (e.g., spam) for mail system users.

• Protection for Mail Servers

Kaspersky
Mail Gateway

• Remote administration via the web interface
• Flexible conﬁguration of protection level and performance
• Protection of the server from unauthorized access and DoS attacks
• Automatic updating of signature databases

System Requirements
Hardware requirements:

• Intel Pentium class CPU (Pentium III or Pentium
IV recommended)
• At least 256MB available RAM
• At least 100MB available HDD space for
installation
• At least 500MB available in the /tmp ﬁle system

Software requirements:

This program is compatible with the following
operating systems:
• Red Hat Enterprise Linux Advanced Server 4
• Red Hat Linux 9.0
• Fedora Core 4
• SuSE Linux Enterprise Server 9.0 (SP3)
• SuSE Linux Professional 10.0
• Debian GNU/Linux 3.1r1
• Mandriva 2006

• FreeBSD 4.11, 5.4, 6.0
Perl version 5.0 or higher (www.perl.org)
The which utility – for program installation
Webmin version 1.070 or higher
(www.webmin.com) for remote administration
(optional)
Version number: 5.5
Available language: English
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Kaspersky Anti-Virus
for Microsoft ISA Server
Kaspersky Anti-Virus for Microsoft ISA Server provides comprehensive scanning of data
entering the local area network from the Internet via HTTP and FTP protocols.

Functions
Comprehensive antivirus protection
•
•
•
•

Real-time antivirus scanning of Internet trafﬁc
Detection of potentially hostile software
Scanning of practically any archived ﬁle format
Protection of server arrays1

Optimized performance
•
•
•
•

Launching several copies of the antivirus engine
Selection of objects to be scanned and trusted servers
Conﬁguration of group rules
Optimization for Intel Xeon™2

Flexible administration
• Centralized administration of the application
• Notiﬁcation and reporting system
• Automatic updating of signature databases
Kaspersky Anti-Virus for Microsoft ISA
Server 2004 Standard / Enterprise Edition
is optimized for Xeon processors in order
to obtain the full beneﬁt from the high performance and scalability of modern 64-bit
and multiple-processor servers based
on Intel Xeon technology. This product
complies with a range of requirements,
including support for functions such as processor performance optimization and multi-threading.

System Requirements
Microsoft Internet Security and Acceleration
Server 2004 Standard Edition:
Software requirements:
• Microsoft Windows Server 2000 with Service Pack 4
or higher
• Microsoft Windows Server 2003

Hardware requirements:

• Intel Pentium III 550 MHz
• 512 MB RAM
• At least 50 MB available HDD space for program
installation
• At least 200 MB available HDD space for temporary
storage of data prior to antivirus scanning

Microsoft Internet Security and Acceleration
Server 2006 Standard Edition:
Software requirements:
• Microsoft Windows Server 2003 Service Pack 1

1
2
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Kaspersky Anti-Virus for Microsoft ISA Server
2004 Enterprise Edition was developed with the
Microsoft technical requirements in mind. This
enabled the product to successfully the VeriTest veriﬁcation. The product efﬁciently operates on servers running on the Microsoft Internet
Security and Acceleration Server 2004 Enterprise Edition, without negatively affecting the system’s stability and conﬁguration
and without limiting the functionality of Microsoft ISA Server.

• Microsoft Windows Server 2003 R2

Hardware requirements:

• Intel Pentium III 550 MHz
• 512 MB RAM
• At least 50 MB available HDD space for program
installation
• At least 200 MB available HDD space for temporary
storage of data prior to antivirus scanning

Microsoft Internet Security and Acceleration
Server 2004 Enterprise Edition:
Software requirements:
• Microsoft Windows Server 2003

Hardware requirements:

• Intel Pentium III 733 MHz
• 512 MB RAM
• At least 50 MB available HDD space for program
installation
• At least 200 MB available HDD space for temporary
storage of data prior to antivirus scanning

Only available in Kaspersky Anti-Virus for Microsoft ISA Server 2004/2006 Enterprise Edition.
Only available in Kaspersky Anti-Virus for Microsoft ISA Server 2004 Standard/Enterprise Edition.

Microsoft Internet Security and Acceleration
Server 2006 Enterprise Edition:
Software requirements:
• Microsoft Windows Server 2003 Service Pack 1
• Microsoft Windows Server 2003 R2

Hardware requirements:

• Intel Pentium III 733 MHz
• 512 MB RAM
• At least 50 MB available HDD space for program
installation
• At least 200 MB available HDD space for temporary
storage of data prior to antivirus scanning

Available versions:

• Kaspersky Anti-Virus 5.6 for Microsoft ISA Server
2004/2006 Standard Edition
• Kaspersky Anti-Virus 5.6 for Microsoft ISA Server
2004/2006 Enterprise Edition
Available languages: English & Russian

Antivirus protection
• Scanning Internet trafﬁc and mail messages
• Protection from potentially hostile programs
• Selection of object types to be scanned
• Processing options for infected objects: disinfect, delete or deliver
• Backup storage of data prior to disinfection or deletion
Administration and conﬁguration
• Administration via the Microsoft Management Console (MMC)
• Scalability
• Event notiﬁcation system
• Flexible system of statistics collection and reporting
• Automatic updating of signature databases

Kaspersky Anti-Virus for Check Point FireWall-1 is optimized for Xeon processors in order to obtain
the full beneﬁt from the high performance and scalability of modern 64-bit and multiple-processor
servers based on the Intel Xeon technology. This product complies with a range of requirements,
including support for functions such as processor performance optimization and multi-threading.

• Protection for Internet Gateways

Functions

• COMPONENTS

Kaspersky Anti-Virus for Check Point FireWall-1 provides high-quality antivirus
protection for all HTTP, FTP and SMTP trafﬁc that passes through Check Point
FireWall-1. The application runs on the Microsoft Windows platform.

Product Catalog

Kaspersky Anti-Virus
for Check Point FireWall-1

The application has been rigorously tested for compliance with Check Point technical requirements
and provides seamless integration with Check Point FireWall-1.

System Requirements
Administration server
Hardware requirements:

• Intel Pentium processor, 300 MHz or higher
• About 512 MB available RAM
• About 20 MB available HDD space for program
installation (not including space needed for backup
storage and other service folders)
• At least 1 GB available HDD space for backup
storage of ﬁles and temporary storage of data
awaiting scanning)

Software requirements:

• Microsoft Windows 2000 Professional with Service
Pack 4 or higher
• Microsoft Windows XP Professional Edition with
Service Pack 2 or higher

• Microsoft Windows 2000 Server with Service
Pack 4 or higher
• Microsoft Windows 2000 Advanced Server with
Service Pack 4 or higher
• Microsoft Windows Server 2003 Standard Edition
or higher
• Microsoft Windows Server 2003 Enterprise
Edition or higher

Management console
Hardware requirements:

• Intel Pentium II processor, 300 MHz or higher
• 256 MB RAM
• 10 MB available HDD space

• Microsoft Windows XP Professional Edition with
Service Pack 2 or higher
• Microsoft Windows 2000 Server with Service
Pack 4 or higher
• Microsoft Windows 2000 Advanced Server with
Service Pack 4 or higher
• Microsoft Windows Server 2003 Standard Edition
or higher
• Microsoft Windows Server 2003 Enterprise
Edition or higher
Version number: 5.5
Available languages: English & Russian

Software requirements:

• Microsoft Windows 2000 Professional with
Service Pack 4 or higher
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Kaspersky Anti-Virus
for Proxy Server
Kaspersky Anti-Virus for Proxy Server protects all HTTP and FTP Internet trafﬁc that
passes though the proxy server.
The application provides security for users when working online and deletes malicious
programs and worms that spread via instant messaging programs.

Functions
Protection from viruses, Trojans and spyware
• Real-time scanning of Internet trafﬁc
• Wide choice of ﬁltration parameters
• Scanning of practically any archived ﬁle format
• Detection of potentially harmful programs
Flexible administration
• Remote administration via the web interface
• Group security policies
• User notiﬁcation system
• Reports on the application’s activity
• Automatic updating of signature databases

System Requirements
Hardware requirements:

Minimum conﬁguration (10 or more users, about
20 requests per minute with 15 KB average
request size):
• Intel Pentium class processor
• At least 64 MB RAM
• At least 200 MB available HDD space for temporary
ﬁle storage and at least 50 MB available HDD space
for program installation
Recommended conﬁguration (50 or more users,
256 MB trafﬁc per day, average load 20 requests per
minute, maximum load 900 requests per minute,
RAM used by the application at peak loads: 64 MB):
• Pentium II 300 processor
• At least 128 MB RAM
• At least 512 MB available HDD space for temporary
ﬁle storage and at least 50 MB available HDD space
for program installation
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250 or more users, 1 GB trafﬁc per day, average
load 150 requests per minute, maximum load 1300
requests per minute, RAM used by the application
at peak loads: 128 MB:
• Pentium IV processor
• At least 256 MB RAM
• At least 1 GB available HDD space for temporary ﬁle
storage and at least 50 MB available HDD space for
program installation

Software requirments:

One of the following operating systems:
32-bit platforms:
• Red Hat Enterprise Linux Advanced Server 4 Update4
• Fedora Core 6
• SUSE Linux Enterprise Server 10
• SUSE Linux Enterprise Desktop 10 (nur für
Workstations)
• openSUSE Linux 10.2
• Debian GNU/Linux 3.1 updated (r4)

• Mandriva 2007
• FreeBSD 5.5, 6.2
64-bit platforms:
• Red Hat Enterprise Linux AS/ES 4
• Fedora Core 6
• SUSE Linux Enterprise Server 10
• openSUSE Linux 10.2
• FreeBSD 6.2
One of the following proxy servers:
• Squid (with support for ICAP protocol)
• Blue Coat SG Appliance
• NetApp/Blue Coat NetCache
• Cisco ACNS Content Engine
The which utility
The Webmin program (www.webmin,com) for remote
administration (optional)
Perl 5.0 or higher (www.perl.org)
Version number: 5.5
Available language: English

Kaspersky Administration Kit is a dynamic and ﬂexible tool for the centralized
management of Kaspersky Lab applications on a corporate network.
Kaspersky Administration Kit was expressly designed to meet the needs of networks of
any size or complexity. This tool allows for the central administration of dynamic networks
that number tens of thousands of nodes, extending to remote access and laptop users.

Philosophy

• COMPONENTS

• Versatility and scalability
• Single-point administration
• Continuous control
• No disruption of end users’ work
• Tightened security
• Convenient administration

Functions

Administration Server
Software requirements:

• MSDE 2000 with Service Pack 3 (supplied with
the application) or MS SQL Server 2000 with
Service Pack 3
• Windows 2000 with Service Pack 1 or higher;
Windows XP with Service Pack 1 or higher; Windows
2003 Server; Windows NT4 with Service Pack 6a

Hardware requirements:

• Intel Pentium III 800 MHz or higher
• At least 128 MB RAM
• At least 400 MB available HDD space

Administrative Console
Software requirements:

• Windows 2000 with Service Pack 1 or higher;
Windows XP with Service Pack 1 or higher;
Windows 2003 Server; Windows NT4 with Service
Pack 6a
• Microsoft Management Console version 1.2
or higher

Hardware requirements:

• Intel Pentium processor II 400 MHz or higher
• 64 MB RAM
• 10 MB available HDD space

Product Catalog

• Remote installation of applications
• Centralized administration of applications
• Monitoring of antivirus protection
• Special security policies for laptops
• Support for Cisco® Network Admission Control (NAC)

System Requirements

• A d m i n i s t r a t i o n To o l s

Kaspersky
Administration Kit

Administrative Agent
Software requirements:

• Windows 98; Windows ME; Windows 2000 with
Service Pack 1 or higher; Windows NT4 with
Service pack 6a; Windows XP Service Pack 1 or
higher; Windows 2003 Server

Hardware requirements:

• Intel Pentium 233 MHz or higher
• 32 MB RAM
• 10 MB available HDD space

Version number: 6.0
Available languages: English & Russian
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Services
Support services comprise an essential component of Kaspersky Lab’s products and
solutions. Registered users are provided with hourly antivirus database updates, free
product updates and round-the-clock technical support. A range of additional services are
available to corporate customers.
Regular database updates are crucial for ensuring the effective operation of Kaspersky
Lab products. Currently, antivirus database updates are released hourly and antispam
databases are updated every 20 minutes.

Product Catalog • SERVICES

During virus outbreaks or epidemics, users of Kaspersky software products can contact
the company’s 24-hour technical support service. Support is available by telephone and
email in English, French, German and Russian.
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Visitors to the Kaspersky Lab website can scan any ﬁle on their computer for viruses
online. Before purchasing any program, users can download a trial version and try it on
their computers. During global virus outbreaks, the company releases free disinfection
utilities available to the general public.
In addition to software, Kaspersky Lab offers information support. The Virus Encyclopedia
contains detailed descriptions of malicious programs of all kinds and the company’s
newsletters keep users updated on the latest virus outbreaks.
Kaspersky Lab supports its enterprise level information security products with a range
of additional services. Each corporate customer’s needs are addressed on an individual
basis. Services provided to such customers include examining and analyzing the
corporate network, installation of an antivirus system, training of the customer’s staff and
maintenance of the security system installed.
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